Your first iManage REST API call with
Insomnia

iManage UAPI Reference - iManage Work Universal APl Reference Guide (REST v2) - iManage
Help Center

You will need:
- iManage admin username
- iManage admin password
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https://help.imanage.com/hc/en-us/articles/4412558535067-iManage-Work-Universal-API-Reference-Guide-REST-v2-#post-/auth/oauth2/token
https://help.imanage.com/hc/en-us/articles/4412558535067-iManage-Work-Universal-API-Reference-Guide-REST-v2-#post-/auth/oauth2/token

Log in to iManage Work as admin and go to Control Center

Go to Applications and find one that resembles 'Scripting’, 'REST API', etc.

When in doubt, ask a senior colleague.
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Make a note of client_id and client_secret

& Scripts

Status | Z

Application 7 =

Security |/

AllUsers

Make sure the admin user is listed under Security

8.1 1af7-72¢-1301-59¢1-00e349daae4)

'All Users' means your admin user is included

& Scripts

lllllll

©)

5 of 17



Download Insomnia and run it

Download - Insomnia

.ty Koni -
© insomnia " [Oxz77) Products v cs  Pricing  Plugins Login | Get St

oad Insomnia for Windows

Open Preferences

. by Kon -
© insomnia” " [O# 2707 Products v Docs  Pricing  Plugins

Download Insomnia

Entera



https://insomnia.rest/download

Change theme for better visibility

Insomnia Preferences - @

M Use 05 color scheme @

Core Default Designer Light Designer Dark Material Simple Light

Simple Dark One Light

Click on 'No Environment'

Download Insomnia

New Document ¥ DEBUG P Setup Git Sync




Click on Manage Environments

Download Insomnia

t bt

e P setup Git Sync

E] Nofmionment = Cootles | GE -

+
No Environment

Enwumnen(s

Add a 'Sub Environment' (plus icon)

f@ Insomnia

Application Edit View Window Tools Help

Manage Environments

Base Environment @ Base Environment

Sub Environment@ &




(Optional) Double-click on the 'New Environment' to rename

Manage Environments

Sub Environments © ~
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Fill in the field on the right as shown below.

Remember about:
- double quotes
- colons
- commas
- slash in the URL

@ Insomnia

Manage Environments

o New Environment

= - {
Sub Environments © ~ “username™: "NRTADHIN®,

* Fnvironment data can be used for Nunj plating in your requests

Replace <...> tags accordingly

Inetipelidt

Color =

® Duplicate
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Click Close

Sign in Privacy Policy
Documentation Terms & Conditions.
Support

Click on 'No Environment' -> Use 'New Environment'

e er oesue ¥ Setup Git Sync
E] A NoEnvironment = Caokies GET  w url -

3¢ Use Ne Ena'len ent

No Envirormerit

# Manage Environments




Type 'url’ in the URL field and wait a second. Use autocomplete suggestion.

Autocomplete works because we set those values in the Sub environment first.

¥ setup Git e

Add 'auth/oauth2/token’ suffix after the url.

Notice the lack of slash after '_.url'




Change REST APl method to POST

New Document ¥

E] New Environment

+

New Request

Custom Method

Change Body structure to 'Multipart Form'

P sewp Git Sync

New Document ¥

E] New Environment =

+

New Request

Binary File

~ NoBody

P Setup Git Sync




Type 'username’ in the 'name’ field

New Document

~ [ auth/cauth2/token

Type 'user’ in the 'value' field, wait for autocomplete and choose
'_.username’

Use 'Ctrl+Space’ to show autocomplete values manually




Continue with other values

Get access token request requires:
- username
- password
- client_id
- client_secret
- grant_type
- scope

o ) New Document ¥

E] New Environment Cookles = [ auth/oauth2/token

+

New Request

P Setup Git Sy;nc




Add all the values and click Send

(@ Insomnia

Edit Vi " ools  Help

New Document ¥ F Setup Git Sync

@ New Environment = Cookies 05 uth/oauth2/token
+ e

New Regquest

username
password
client_id
client_secret

scope

grant_type

Made with ¥ by Kong

< Preferences

You might get the SSL certificate error

(@ Insomnia

Application  Edit

New Document N P Setup Git Sync

@ New Environment w Cookies POST i auth/oauth2/token - 63.1 ms 0B Just Now =

o~ v

Error: SSL peer certificate or SSH remote key was mot OK

New Request username

password

client_id o e
L - Disable SSL Validation Contact Support

client_secret

scope

grant_type




Go to Application -> Preferences

ools  Help

Preference:
ierences e P Seup Gt sme oo | (D

P osT v [[Eauth/oauth2/token - 631ms 0B 1 Minute Ago

Hide Others.

Quit
SSL peer certificate or SSH remote key was not 0K

New Request userame ]
password ipasan
client_id Disable SSL Ve

client_secret

scope

grant type

& Preferences Made with ¥ by Kong

Uncheck 'Validate certificates' under 'General’

Insomnia Prefei

Interface font @ Interface font size (px)

13

Text editor font @ Editor Font Size (px)

1

Editor Indent Size Text Editor Key Map
o B oefautt

nguest/ Response

v )um certificates @ B Dicable IS in HTML preview

tealiflow rec W Disable links in response viewer

I ilter responses by environment @

Preferred HTTP version @




Send the request again

(@ Insomnia

New Document ¥ P setup Git Sync Login -
th/oauth2/token - 90.4 ms 168 B 2 Minutes Ago

o

ST New Request
= username

password
client._id
client_secret
scope

grant_type

o

& Preferences Made with ¥ by Kong

You know if you are successful if you get an OK response and a JSON file with
the data you expected

- 90.4 ms 168 B 2 Minutes Ago v

(-]

Made with ® by Kong
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